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Abstract -In this project we address flaws in a hash function used in the protocol. The direct use of the hash function cannot guarantee the security of the protocol. We also point out that a combination of the hash function and the RSA cryptosystem in the protocol may not work securely. We show that the protocol using the hash function with a small output may be not resilient against leakage of stored secret values. To show this, we concretely present efficient e-residue attacks, particularly cubic-residue attacks on the protocol. The attacks enable an adversary to mount an off-line dictionary attack using a secret stored in a user device. In order to remedy all the problems, we present a simple improvement of the protocol by modifying the hash function correctly.

Index Terms—Password, authentication, key exchange, leakage-resilience, e-residue attack, off-line dictionary attack.
I. INTRODUCTION
Wireless communication is the transfer of information over a distance without the use of electrical conductors or "wires”. The distances involved may be short (a few meters as in television remote control) or long (thousands or millions of kilometers for radio communications). we concretely present efficient e-residue attacks, particularly cubic-residue attacks on the protocol. The attacks enable an adversary to mount an off-line dictionary attack using a secret stored in a user device. In order to guarantee security against the proposed attack in case of large output of the hash function, it should be assumed that the problem to find cubic residues modulo a composite number in a certain range is computationally hard.However, to the best of our knowledge, such an assumption has never been proven true and even not been sufficiently studied. Wireless communication is generally considered to be a branch of telecommunications. It encompasses various types of fixed, mobile, and portable two-way radios, cellular telephones, personal digital assistants (PDAs), and wireless networking.Wireless operations permits services, such as long range communications, that are impossible or impractical to implement with the use of wires.Wireless communications is a rapidly growing segment of the communications industry, with the potential to provide high-speed high-quality information exchange between portable devices located anywhere in the world. Potential applications enabled by this technology include multimedia Internet-enabled cell phones, smart homes and appliances, automated highway systems, video teleconferencing and distance learning, and autonomous sensor networks, to name just a few. However, supporting these applications using wireless techniques poses a significant technical challenge. In order to guarantee security against the proposed attack in case of large output of the hash function, it should be assumed that the problem to find cubic residues modulo a composite number in a certain range is computationally hard.However, to the best of our knowledge, such an assumption has never been proven true and even not been sufficiently studied. We also point out another weakness for the hash function.This protocol uses the RSA signature scheme to alleviate computational burden of user devices. Unfortunately, the hash function in the protocol is not securely associated with the RSA function. The leakage of stored secrets has always been a critical issue in security . Leakage of secret-keys or private-keys causes a serious flaw in the system which is enough to breakdown the overall security, but unfortunately the potential of such risk is not negligible due to computer viruses, bugs in programs or misconfigurations of the system and due to lost/stolen portable devices used for wireless communications.However, there are situations where this is inconvenient (e.g., when PKI is used) or expensive  One of the most fundamental primitives to build a reliable communication is an authenticated key exchange (AKE) protocol.
The main goals of Authentication Key Exchange are User-oriented Goals and Key-oriented Goals. In the User-oriented Goals Participants have fresh assurance that the other participant is a valid peer entity. In the Key-oriented Goals Key is fresh and Key is known only to the intended parties. AKE has Balanced password and Augmented password.The advantages of leakage-resilient AKEs to the previous AKEs are that the former is secure against active adversaries under the above-mentioned assumptions and has immunity to the leakage of stored secrets from a client and a server (or servers), respectively. In addition, the advantage of the proposed protocol  is the reduction of memory size of the client's secrets. And we extend our protocol to be possible for updating secret values registered in server(s) or password remembered by a client. Some applications and the formal security proof in the standard model of our protocol are also provided. We investigate methods of providing efficient password authenticated key exchange (PAKE) for wireless communications between a low-power client and a powerful server. The objective of a password authenticated key exchange scheme is the same as a conventional authenticated key exchange after two communicating parties successfully executing the scheme, each of them should have certain assurance that it knows each other’s true identity (authentication), and it shares a new and random session key only with each other and the key is derived from contributions of both parties (key exchange). 
 II. MUTUAL AUTHENTICATION
     Mutual authentication or two-way authentication  refers to two parties authenticating each other suitably. In technology terms, it refers to a client or user authenticating themselves to a server and that server authenticating itself to the user in such a way that both parties are assured of the others' identity.Authentication is any process by which you verify that someone is who they claim they are. This usually involves a username and a password, but can include any other method of demonstrating identity, such as a smart card, retina scan, voice recognition, or fingerprints. 
Authentication is equivalent to showing your drivers license at the ticket counter at the airport.Authorization is finding out if the person, once identified, is permitted to have the resource. This is usually determined by finding out if that person is a part of a particular group, if that person has paid admission, or has a particular level of security clearance. Authorization is equivalent to checking the guest list at an exclusive party, or checking for your ticket when you go to the opera.Finally, access control is a much more general way of talking about controlling access to a web resource. Access can be granted or denied based on a wide variety of criteria, such as the network address of the client, the time of day, the phase of the moon, or the browser which the visitor is using. Access control is analogous to locking the gate at closing time, or only letting people onto the ride who are more than 48 inches tall - it's controlling entrance by some arbitrary condition which may or may not have anything to do with the attributes of the particular visitor.Because these three techniques are so closely related in most real applications, it is difficult to talk about them separate from one another. When describing online authentication processes, mutual authentication is often referred to as website-to-user authentication, or site-to-user authentication. It is a process by which both entities a client and a server authenticate each other in a wireless network environment .A connection can occur only when the client trusts the server&apos;s digital certificate and the server trusts the client&apos;s digital certificate. The exchange of certificates is carried out by means of the Transport Layer Security (TLS) protocol.
III.A REVIEW OF LR-AKE PROTOCOL         

                                                          The   LR-AKE  protocol consists of initialization, public-key verification, and session-key  generation phases. In the initialization phase, client C registers verification data to server S. In the public-key verification phase, client C verifies the server’s RSA key via challenge-response protocol. In the session-key generation phase, client C and server S authenticate each other, and then generate a session key. The whole protocol is illustrated in Fig. 1.
Fig. 1.  System Architecture 
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A.INITIALIZATION

     Client C generates verification data p0 and q with the secret values α0, β, and his password pw . The client then registers the verification data securely to server S. This could be done only once when the client subscribes to the server. The client just stores the secrets α0 and β on insecure devices (e.g., mobile devices with low computing power) and remembers his password pw.

Fig. 2.Block diagram  for initialization phase
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B.PUBLIC-KEY VERIFICATION

   The public-key verification protocol is run between client C and server S as follows. At first, C randomly picks rA belongs to {0, 1}k and sends it to S. After checking that the received number rA is in the right range, S randomly picks rB and computes (m1, ...,mn) = H0(n||e||N||C||S||rA||rB). S then sends to C a random rB, its RSA public key (e,N), and {sj ≡ mdj (mod N)}1≤j≤n, where each sj is a signature of server S on mj under its private key (d,N). Upon receiving rB and {sj ≡ mdj (mod N)}1≤j≤n, client C checks the validity of rB and verifies {sj ≡ mdj (mod N)}1≤j≤n with the server’s public key (e,N). This phase is executed only once.

C.SESSION-KEY GENERATION

This Phase is performed only once when the user logins. Client C first computes p0 =α0    pw, randomly picks t belongs to Z∗N, and calculates   W = H(p0||C||S). To mask random t, client C computes z ≡ te ·W mod N and sends it to S. Upon receiving z from C, server S divides z by H(p0||C||S), and decrypts the resulting value under its private key (d,N) to obtain t. Server S then calculates VS = H1(t||C||S), and sends it back to client C. After receiving VS from the server, client C checks the validity of VS. If it is valid, C computes VC = H2(t||C||S) and the session key SKC = H3(t||C||S), and sends VC to server S. After checking the validity of VC, the server also computes the session key SKS = H3(t||C||S).
We propose a simple leakage-resilient AKE protocol  which is described as follows: the client keeps one password in mind and stores one secret value on devices, both of which are used to establish an authenticated session key with the server. The security of the LR-AKE protocol is based on the RSA cryptosystem. The RSA cryptosystem involves a public/private key pair ((e,N), (d,N)).The advantages of leakage-resilient AKEs to the previous AKEs are that the former is secure against active adversaries under the above-mentioned assumptions and has immunity to the leakage of stored secrets from a client and a server (or servers), respectively. In addition, the advantage of the proposed protocol is the reduction of memory size of the client's secrets. And we extend our protocol to be possible for updating secret values registered in server(s) or password remembered by a client. Some applications and the formal security proof in the standard model of our protocol are also provided.

IV.IMPROVEMENT

This Secured and improved LR-AKE provides security against leakage of stored values. And it handles authentication and authorization & accounting (AAA).In client-server system, authentication is a way that can ensure the client has Authorization to access the server. There are many factors that are used to verify a user's identity for security purposes. These factors are categorized as: something you know such as a password or PIN, something you have such as a credit card and something you are such as a fingerprint or other biometric.

V.CONCLUSION

    Initially we pointed out serious flaws in the hash function used LR-AKE protocol. Unfortunately, the direct use of the hash function cannot guarantee the security of the protocol. We also gave a countermeasure for the flaws by modifying the existing algorithm correctly. Also, here we have rectified the replay attack, and changed the Key initialization phase which avoid cubic residue attack. Finally, we presented a secure and improved LR-AKE protocol to provide a high security against leakage.
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