Proceedings of the International Conference , “Computational Systems and  Communication Technology” 

5TH MAY 2010 -  by  Einstein College of Engineering, 

Tirunelveli-Tamil Nadu,PIN-627 012,INDIA

Protection of Medical Images using Watermarking

A.Lavanya, Dr.V.Natarajan
Madras Institute of Technology, Anna University, Chennai.

email:lavanyaananthan@gmail.com

Abstract—With the present trend of using internet as a medium to transmit images and patient data, it is of utmost importance to preserve the authenticity of patient information. Any exchange of data between hospitals involves large amount of vital patient information such as word document and medical images. In this paper the authors adapt Digital watermarking is a technique of hiding specific identification data for copyright authentication. This technique is adapted here for interleaving patient information with medical images to enhance security. The text data are encrypted before interleaving with images to ensure greater security and results are tabulated for a specific example.

Index Terms—interleaving, watermarking.
I. INTRODUCTION

The exchange of databases between hospitals requires efficient transmission and storage to cut down the cost of health care. This exchange involves a large amount of vital patient information such as word documents and medical images. When handled separately using information media like the Internet, it results in excessive memory utilization and transmission overheads. Interleaving one form of data over digital images can combine the advantages of data security with efficient memory utilization [1].

 Watermarking is a technique for storing copyright information. In this paper, the authors adapt this technique to store text in medical images in the LSB of pixels. Watermarking techniques are divided into two basic categories, which are: 1) spatial-domain watermarking, in which the lower order bits of 
the image pixels are replaced with that of the watermark or adding some fixed intensity value to a picture and 2) frequency-domain watermarking, in which the image is first transformed to the frequency domain [discrete Fourier transform (DFT) or discrete cosine transform (DCT)], and then the low-frequency components are modified to obtain watermarked images [2].

II. INTERLEAVING PROCESS

Fig. 1 indicates the steps involved in interleaving an image with a data file. The information to be stored is encrypted before watermarking to enhance security [3]. The ASCII code in the text file is swapped with the least significant bit (LSB) of the grayscale bit by bit. This cycle of interleaving an ASCII code in consecutive pixels is repeated to include all the characters in the text file. The LSB of the pixel is chosen for data interleaving because the resulting degradation of the image is minimal. 

A. Data Encryption and Embedding

Image Preprocessing: This includes segmentation of the spine and acquiring patient information from the image by cropping large amounts of background pixels from the image. Extracting by cropping can guarantee that data embedding is performed in the image.
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Fig. 1. Proposed scheme for storage.
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Fig. 2. Encryption of patient information. (a) Original patient information.

(b) Encrypted patient information.

A part of the typical patient record (text file) is shown in Fig. 2(a). The document is a sequence of ASCII codes, which is encrypted by taking the logarithm of the ASCII codes. 
The encryption algorithm can be mathematically stated as
 Te = Log (To*2) * 100 – 300                          (1)
where Te = the encrypted text and To = the ASCII code of the original text (or graphics file).

The encrypted information (Te) is stored as an integer.

The encryption transform pairs given in (1) yield the exact reconstruction, even when Te is rounded off to the nearest integer. Fig. 2(b) shows the encrypted document corresponding to the file shown in Fig. 2(a). 

B. Data Extraction and Decryption
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Fig. 3. Proposed scheme for Decryption.

As shown in the figure the decrypted text is obtained by
T0 = exp {(Te + 300)/100- log (2)}                 (2)                                                        

It may be noted that both of the files (1) and (2) occupy the same amount of memory space.

III. EXISTING METHODS
The watermarking techniques are divided into two basic categories

Spatial domain watermarking [2], in which the least significant bit (LSB) of the image pixels is replaced with that of the watermark (authentication text).This method of spatial domain watermarking is very susceptible to noise. A more robust watermark can be embedded in the same way that a watermark is added to paper. In this method, a watermark symbol may be superimposed over an area of the picture and then some fixed intensity value for the watermark is added to the varied pixel values of the image. The resulting watermark may be visible or invisible depending on the value of the watermark intensity.

Frequency domain watermarking, in which the image is first transformed to the frequency domain (DCT) and then the low frequency components are modified to contain the authentication text [3].

IV. RESULTS OF EXISTING METHODS 
The ASCII codes of the encrypted text shown in Fig. 2(b) are broken into bits and interleaved into the pixels of a magnetic-resonance-imaging (MRI) image [see Fig. 4(b)].

The resulting image is shown in Fig. 5(a). 
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Fig. 4. (a) Original spine image. (b) Spine image with background removal.
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Fig. 5. (a) Result of interleaving text in the MRI image.

The Ascii codes of the encrypted text shown in Fig .2b are broken into bits and interleaved into the DCT,FFT coefficients of the spine image of Fig .4a.The interleaving does not effect the picture quality. This is attributed to the fact that the changes in LSB of these DCTs and FFTs  does not effect quality of the picture considerably.

A quantitative assessment of the method is obtained by evaluating the mean square error (MSE) and Peak signal to noise ratio (PSNR)
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        (3)
        PSNR= 10 Log 10 ((255^2)/MSE)           (4)
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Table 1 Results of interleaving data with image in frequency and spatial domain
V. PROPOSED METHOD
1) Hashing (ID): Compute the hash value for all pixels in the image

ID = H (IM)                                                      (5)

where 

ID hash value of the image;

H   MD5 hashing algorithm;

IM preprocessed image.

MD5 has the characteristics of a one-way hash function [14]. It is easy to generate a hash given an image (H (IM) =>ID) but virtually impossible to generate the image given a hash value (ID =>   IM). Also, MD5 is “collision-resistant”. It is computationally difficult to find two images that have the same hash value. In other words, the chance of two images have the same hash value is small and it depends on the hash algorithm used [14].

2) DS: Produce a DS based on the above image hash value

DS = RSAE (Pr, exam, ID)                                    (6)

where

DS                     DS of the image;

RSAE                          RSA public-key   encryption      

                          algorithm [18];

Pr, exam
            private key of the examination 

                           site.

3) Digital Envelope: Concatenate the DS, and the patient data together as a data stream, and encrypt them using the DES algorithm [15]

Dataencrypted = DESE (keyDES, Dataconcat)              (7)

where

Dataencrypted                 data encrypted by DES;

DESE                              DES encryption algorithm;

KeyDES                 session key produced randomly                                         

                             by the cryptography library;

Dataconcat             concatenated data stream of the 

                            DS and patient information.

 The DES session key is further encrypted

Keyencrypted = RSAE ( Pu,cen, keyDES)                 (8)
where Keyencryptedis the encrypted session key, and Pu,cen is the public key of the expert center. 

Finally, the digital envelope is produced by concatenating the encrypted data stream and encrypted session key together

ENV = (Dataencrypted) conc. (Keyencrypted).          (9)

4) Data Embedding: Replace the LSB of a pixel in the segmented medical image by one bit of the digital envelope bit stream and repeat for all bits in the bit stream. 

5) Data Extraction and Decryption

In the expert center, the digital images along with the digital envelope are received. We can check the image authenticity and integrity by verifying the DS in the envelope using a series of reverse procedures. First, the same walk sequence in the image is generated by using the same seed known to the examination site, so that the embedded digital envelope can be extracted correctly from the LSBs of these randomly selected pixels. Then, the encrypted session key in the digital envelope is restored.

KeyDES = RSAD (Pr,cen,Keyencrypted)                 (10)

where RSAD is the RSA public-key decryption algorithm, Pr,cen is the private key of the expert center. After that, the digital envelope can be opened by the recovered session key, and the DS and the patient data in (7) can be obtained

Datamerged = DESD(keyDES,Dataencrypted)           (11)

where DESD is the DES decryption algorithm. Finally, the ID is recovered by decrypting the DS

ID = RSAD(Pu,exam,DS)                                   (12)

where Pu,exam is the public key of the examination site. At the same time, a second image hash value is calculated from the received image with the same hash algorithm shown in (5) used by the examination site. If the recovered image hash value from (14) and the second image hash value match, then the expert center can be assured that this image is really from the examination site, and that none of the pixels in the image had been modified. Therefore, the requirement of image authentication and integrity has been satisfied
VI. RESULT
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Fig. 6. (a) The MD5 hash value of the spine image shown in Fig. 4(b). Fig.6. (b) Data Stream encrypted using DES. Fig.6. (c) Digital Envelope produced by concatenating the encrypted data stream and encrypted session key.
V. CONCLUSION

This paper has presented a technique of interleaving patient information such as text documents with medical images for efficient storage. Text files are encrypted using a logarithmic technique and by using DS prior to interleaving. The DS technique provides good result than the logarithmic technique in frequency and spatial domain. Security of information can be further enhanced by choosing the position of the interleaved bit and the technique according to a specific plan known only to the authorized users.
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