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ABSTRACT-The concept of ring signature was first introduced by Rivest et al. in 2001. In a ring signature, instead of revealing the actual identity of the message signer, it specifies a set of possible signers. The verifier can be convinced that the signature was indeed generated by one of the ring members; however, the verifier is unable to tell which member actually produced the signature. In this paper, we first propose a generalized ring signature scheme based on the original ElGamal signature scheme.  Then, based on the generalized ring signature scheme, a generalized multisigner ring signature scheme is introduced to increase the level of confidence or enforce cross-organizational joint message signing. In this paper the group signature scheme whose public key and signatures have length independent of the number of group members and which can therefore also be used for large groups .The scheme allows the group manager to add new members to the group without modifying the public key .The realization is based on methods for providing the knowledge of signatures.

Index Terms—Generalized ring signature, anonymity, unconditional secure, unforgeability, random oracle secure.

I.INTRODUCTION

The  concept  of  ring  signature  was  first  introduced  by Rivest  et  al.  in 2001    to provide  anonymity  for  the message  signer.  In  a  ring  signature  scheme,  the  message signer,  say  Alice,  selects  a  set  of  ring  members  including herself as the possible message signers. The

actual message signer can generate a ring signature on her own using only her private key and the others’ public keys, without the other ring members’ assistance or even awareness. However, the generated ring signature can convince any verifier that the message was indeed signed by one of the ring members while the real signer’s identity is totally anonymous to the verifier. The idea behind ring signature schemes is similar to that of group signatures but with some variations. First of all, unlike a group signature, a ring signature scheme does not require a group manager to administrate the set of ring members.  The actual message signer has the freedom to select all the ring members and sign whatever messages she like. Second, in a group signature scheme, the group manager can recover the real identity of the actual message signer. In fact, a group signature only looks indistinguishable to the verifier but not to the group manager. The group manager can even revoke the anonymity of misbehaving signers. 

A multiuser signature, convertibility has also been defined for ring signature. Convertibility enables the actual message signer to provide nonrepudiation evidence to a verifier for the originality of the signature at times of her choice. In a ring signature scheme based on the original ElGamal signature scheme. We call it a generalized ring signature. The generalized ring signature scheme is secure against adaptive chosen-message attack. This means that the proposed generalized ring signature scheme is secure even if the adversary is allowed not only to get ring signatures for whatever messages she like but also to request ring signatures of messages that depend additionally on previously obtained signatures. Comparing to ring signature schemes based on RSA, where each ring member uses a different modulus that has to be expanded to a common domain, in the generalized ring signature scheme, all ring members can share the same prime number and all operations can be performed in the same domain. Moreover, the generalized ring signature scheme is convertible. The actual message signer can always prove to a verifier for the originality of the ring message at times of her choice. Next, we define a generalized ring signature scheme with multiple signers or users. We call it the generalized multiuser ring signature. Though the concept of the generalized multisigner ring signature scheme is similar to that of a threshold ring signature scheme. The generalized multisigner ring signature maintains the ring structure defined in [1]. 
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The difference also includes that in a threshold ring signature, all the n possible signers are equal ring signature, while only t are the actual signers. While for the proposed generalized multisigner ring signature, each ring member can contain a group of users. The diversity of the ring members can enforce cross-organizational message signing, while the actual number of signers can be hidden from the verifiers.

Our contributions in this paper are primarily twofold. First, a generalized ring signature scheme based on the original ElGamal signature scheme is proposed. Second, a generalized multisigner ring signature scheme that com-bines multisignature and the generalized ring signature is proposed to increase the level of confidence or enforce cross-organizational joint message signing. Both the pro-posed generalized ring signature scheme and the generalized multisigner ring signature scheme can achieve unconditional signer ambiguity and are secure against adaptive chosen-message attacks. Moreover, the proposed schemes have two advantages over the ring signature schemes based on RSA: 1) the extension operation can be avoided since all ring members can share the same prime modulus p and all operations can be performed in the same domain and 2) the generalized ring signature scheme is convertible. The actual message signer can prove to a verifier that only she is capable of generating the ring signature without requiring any extra effort.

The group signature is a kind of digital multisignature which is generated by multiple signers with knowledge of multiple secrets. Generally speaking, one of the major differences between a hand-written and a digital multisignature is the size of the multisignature .In a handwritten multisignature the size is linear in the number of signers but, in a digital multisignature, the size can be identical to a single signature. Digital multisignature is just a string of binary bits that can only be generated with the knowledge of a set of secret keys. An outsider can easily verify the authenticity of a given message based on the multisignature and the signers’ public keys. In other words, digital multisignature is just a one-way trapdoor function. With the knowledge of a set of the trapdoor secrets, it is possible to generate a one-way output as the digital multisignature. Thus, it is not necessary for the size of the digital multisignature to be linear in the number of signers.

II. RELEVANCE FEEDBACK

In this section, generalized ring signature scheme based on the original ElGamal signature scheme .In an ElGamal signature scheme, a large prime number p and a primitive element g in Zp are assumed to be made publicly known. The signer can select a random d ЄZp-1 as her private key. Then, the public key is computed from e=gdmod p.

Let m be the message to be signed. The signer randomly selects a one-time secret l Є Zp-1 and computes α = gl mod p. Then she computes β= (m –dα)l-1 mod p - 1. The signature for message m is defined as the pair (α,β). The signature can be verified if gm = eα αβmod p is true .The construction of a ring signature requires existential forgery. The ElGamal signature scheme is existentially forgeable with a generic message attack. In fact, there are two well-known levels of forgeries: one-parameter forgery and two-parameter forger. The disadvantage of this scheme is 1. Can’t identify the signer. 2. Group size is small. 3. The signer does not sign on two different messages 
with respect to the same tag.
III GENERALIZED MULTISIGNER RING SIGNATURE

A multisigner ring signature enables more signers to be involved in signing the message. When multiple signers work together in generating a ring signature, it may result in a higher level of confidence or broader coverage on the source of the ring signature.

In this section, we propose a generalized multisigner ring signature scheme.

A. Generalized ring member: 

In the original ring signature scheme, each ring member is a single user. When a ring member consists of an arbitrary number of message signers, then the ring member is called a generalized ring member.

B.Generalized multisigner ring signature: 

For a ring signature, if each ring member is a generalized ring member multisignature, then this ring signature is called a generalized multisigner ring signature.

The basic idea of the generalized multisigner ring signature is similar to the generalized ring signature. In a generalized ring signature, there are n trapdoor one-way functions, where n is the number of possible ring members. Each ring member corresponds to one trapdoor one-way function with a single private key. In a generalized multi-signer ring signature, instead of n possible individual ring members, there are n possible generalized ring members, each generalized ring member is composed of an arbitrary number of signers that generates a multisignature. The generalized ring members do not need to contain the same number of signers. The corresponding multisignature determines the

number of actual signers. To achieve efficiency, the multisignature scheme proposed in  can be used as the trapdoor one-way function since in this scheme, when a multisignature is generated with the knowledge of multiple private keys, the length and verification time of the multisignature is constant (i.e., not a linear function with respect to the number of signers involved).

The generalized multisigner ring signature also bears some similarity with the threshold ring signature. The major difference between the generalized multisigner ring signature and the threshold ring signature  is that for a threshold ring signature, all the n possible signers are equally possible in generating the ring signature, while only t are the actual signers. However, for the proposed generalized multisigner ring signature scheme, this is not necessarily true. Moreover, in a generalized multisigner ring signature, the “deep throat” may include members of cross-organizations such as members from financial organization and also members from management organization .The advantages of the multiuser scheme is Large prime number p can be used(1024).Easily identify the signer.

To improve the security, the message is encoded as follows,

-Each letters of the word are converted     to equivalent ASCII codes.

-These values are converted to binary values.

-These binary values are together converted to a single decimal value. 

IV. CONVERTIBILITY OF THE RING SIGNATURE

In this section, we will prove that the proposed generalized ring signature scheme is convertible. A ring signature is called convertible if it contains the following two algorithms:

A. Ring-convert. 

 
The generalized (multisigner) ring signature scheme is unique in its convertibility, which enables the actual message signer to provide nonrepudiation evidence to the originality of the ring signature. The convertibility relies on the knowledge of the discrete logarithm of l = log αs that As is randomly selected from Z٭p to close the ring during the ring signature generation. The computation of l from αs is a Discrete Logarithm Problem (DLP), which is computationally infeasible.

The actual signer As cannot simply disclose l since otherwise the private key of As can be computed. The actual message signer  As can prove that she possess the

discrete logarithm l of αs by signing the message m and generating

Signl (m), with l as the private key and αs  as the public key. In this way, As can provide nonrepudiation evidence to a verifier that she knows the discrete logarithm of αs.

B. Ring-convert-verify.

To verify the convertibility, after successfully verifying the ring signature, the verifier only needs to check that Signl (m) is a valid signature for the message m generated with the public key αs.

V. SECURITY ANALYSIS

The security of the generalized multisigner ring signature depends on the security of 1) the individual ElGamal signature scheme, 2) the ElGamal multisignature scheme, and 3) the generation of the generalized multisigner ring signature from the ElGamal multisignatures.

The security of 1) the individual ElGamal signature scheme and 2) the ElGamal multisignature has been analyzed. For item 3), the only difference between the generalized ring signature scheme and the generalized multisigner ring signature scheme is that for the generalized ring signature, each generalized ring member corresponds to an ElGamal signature, while

for the generalized multisigner ring signature, each generalized ring member corresponds to either an ElGamal signature or an ElGamal multisignature. 

VI. CONCLUSION

The proposed generalized ring signature scheme, all ring members can share the same prime number and all operations can be performed in the same domain. The generalized ring signature scheme is a convertible ring signature that enables the actual message signer to prove to a verifier that only she is capable of generating the ring signature. Moreover, we can construct a generalized multisigner ring signature scheme from a generalized ring signature scheme and multisignatures to increase the level of confidence or to enforce cross organizational information leaking with high efficiency. The security analysis shows that both schemes are secure against adaptive-chosen message attacks in the random oracle model. When compared the proposed with the existing scheme RSA ring signature, it performs more efficient in both security and convertibility. The proposed scheme is computationally expensive operation. Computation for signing is group size dependent.
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