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Abstract: To prevent the content from being unnoticeably tampered using digital editing facilities. The scalar/vector quantization approach is applied to extract the features from video frame blocks to form the authentication code. The code will be watermarked in to the video frame and transmitted. The resulting authentication code is sensitive to malicious modifications of video data but resilient to allow lossy compression processes.

           The integrity of video content can thus be guaranteed if the extracted feature matches the transmitted authentication code. In receiving side, watermarked code is extracted first, then apply the same procedures to form authentication code, if both received and extracted codes are same then the video frame is authentic. Otherwise the frame has tampered. In this System can able to determine which part of the frame has been modified.


Block based approach is used to achieve better efficiency. Both Signature based and Watermark based authentication methods are used to build a more robust authentication system.
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                                 1. INTRODUCTION
 Video authentication is a process that is used to ascertain the trustworthiness of a digital video. In other words, a video authentication system ensures the integrity of digital video, and verifies that the video taken into use has not been tampered.

The content authentication is used to determine if the image content is preserved or not.

To perform an video authentication task, basically two approaches are used, which are digital signature based approach [1] and watermarking based approach [2].The main advantage of the former approach is that a digital signature is not required to transmit and/or save together with the image file, an additional file composed of authentication code (digital signature). In the watermarking based approach, the authentication code is embedded into the same image in an imperceptible manner; therefore watermark imperceptibility is an additional requirement for this approach.

In both approaches, to perform content authentication system, the authentication code or digital signature extracted from image must be sufficiently robust to common content preserving modification.
              2. RELATED WORKS
C. Y. Lin and S. F. Chang [3] approach for authenticating JPEG visual content. In that system, a robust image authentication technique was proposed. In this technique, when the images are compressed with JPEG, their pixels are transformed to discrete cosine transform coefficients, and then quantized. The invariance of the relationship between the two coefficients at the same location in a pair of blocks is employed to generate the authentication code. 

       To construct a good codebook Katsavounidis, C.-C. Kuo, and Z. Zhang [4], used GLA algorithm.
The generalized Lloyd algorithm plays an important role in the design of vector quantizers (VQ) and in feature clustering for pattern recognition. In the VQ context, this algorithm provides a procedure to iteratively improve a codebook and results in a local minimum that minimizes the average distortion function. In this research, we propose an efficient method to obtain a good initial codebook that can accelerate the convergence of the generalized Lloyd algorithm and achieve a better local minimum.

The procedure can be stated as follows:

1. Calculate the norms of all vectors in the training set. Choose the vector with the maximum norm as the first codeword.

2.  Calculate the distance of all training vectors from the first codeword, and choose the vector with the largest distance as the second codeword. Then, we have a codebook of size 2.
3. Generally, with a codebook of size i , i = 2,3,. . ., compute the distance between any remaining training vector vk and all existing code words and call the 

 smallest value the distance between vk and the codebook.   Then, the training vector with the largest distance from the codebook is chosen to be the (i + 1) th codeword. The procedure stops when we obtain a codebook of size N.
3. PROPOSED SYSTEM
 
         The proposed authentication scheme based on   signature-based methodology , and watermarking based methodology for digital videos. The scalar/vector quantization approach is applied to extract the features from video frame blocks to form the authentication code. The calculated code will be embedded into that frame using (DWT) watermarking algorithm. Then that video is sent to the receiver. In the receiving side, the receiver will perform the verification process after  receiving the video.

       The verification process is done by using both

both signature based and watermarking approach. First the receiver will extract the code which is embedded into that frame using the extraction algorithm [2]. Then using the same procedures to generate the authentication code. The calculated code will be compared with the extracted code. If the codes are  same ,then the video content  is authentic . Otherwise the content has been tampered.
The steps involved in the project are specified in  the following  Figure 1:
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4. MODULES
       Signature based approach and  Digital Watermarking approach are used  for digital video content authentication.
 4.1 Signature based approach:
             There are three modules are involved in this approach
 4.1.1  Block Based Authentication

From the video frame F we first extract its luminance component, FL, for processing. Then we down-sample FL by calculating the average values of 4 × 4 blocks. The length of authentication code has to be small, a dimension reduction of the original data is necessary. The 4×4 down-sampled version Fd should still keep the significant visual information and is large enough for the authentication purposes. In addition to the advantage of data-size reduction without losing the meaning of content. Using the block based approach, better efficiency can be achieved.


Downsampling  and Scalar Quantization are the important steps in this module.
Downsampling
In signal processing, downsampling   is the process of reducing the sampling rate of a signal. This is usually done to reduce the data rate or the size of the data.
    Example:

          Let us consider the numerical example, consider the frame with resolution 352×288, the size of Fd is 88×72 bytes, which is still too large to be an authentication code. We thus further divide Fd into sub blocks for feature extraction. The size of sub block may be chosen to be 4 × 4 again, or even 8 × 8 if a smaller authentication code is required.
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The Figure 2 shows the structure of blocks and sub blocks. Features will be extracted from sub blocks as the authentication code.

4.1.2 Authentication Code Generation
The sub blocks are extracted from the video frame, then find the mean value for that sub blocks, subtract the block value from the mean value then apply the SVD(singular value decomposition) for that block. The SVD technique is used to reduce the dimensions of the source data, it produced three matrices, using the diagonal matrix the diagonal values are compared with the threshold value Tλ.

        
The threshold  Tλ, which is used to determine whether  the VQ process is necessary or not. It is empirically set as 80 for 4×4 sub blocks and 100 for 8×8 sub blocks  Tλ will decide the number of sub blocks that need to be represented by additional VQ indices.

              The process of generating the authentication code .

Input:    Sub block 

Output: Authentication code

Step 1:   Sub block from the frame.

Step 2:   Find the mean value for that block.

Step 3:   Find the difference between the original block from the mean value.

Step 4:  Reduce the dimension of the data
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                           Apply SVD method to reduce the dimension reduction.

                       Xm×m= Um×m     m×m  VTm×m 
     Where U, V, representing eigenvectors of  XXT and XTX, respectively, and      is a diagonal matrix with eigen values λ1 ≥ λ2 ≥ · · · ≥ λm on the diagonal line.

 Step 5:   Check the eigen value λ1 with the Threshold value  Tλ   i.e., λ1>Tλ .

Step 6:  If the condition is true, apply the vector quantization.

Step 7: Compression and Encryption

    Then the final code is produced after compression and Encryption.               
4.1.3 Authentication Process
        
The process of verifying the authentication of received frame, that is verifying whether the received frame is authentic or not. The process will be done through the checking of authentication code. Generate the authentication code for the received frame and compare that code with the received code. If both are same then the received frame is said to be authentic. Otherwise the frame was tampered. Authentication of the video frame is based on the authentication code.

            The steps involved in the Authentication Process are described below,

Step 1: Compare the received feature code FC(r) and                                                                                                                                                                                                                                                                            Extracted feature code FC(x)

Step 2: Verify the SQ index

                 The received SQ index ds(r) is compared with extracted SQ index ds(x)  

                       
If ds(r)~ds(x)

                            Goto Step 3

                       Else

                             goto A

Step 3:
       3.1) If both SQ indices are same, then verify the VQ information bit db.  

              a) if db(r)=db(x) then

             b) Verify the need of VQ

                     i)  if db(r)=db(x)=0,since they are uniform blocks and VQ is not necessary.
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                              A: Mark the block as authentic.

                  ii) if db(r)=db(x)=1,VQ is necessary

                          The sub block will be compared to see whether the blocks contain same content.   

                            if du(r)~du(x) &  dv(r)~dv(x) 

                                  goto A
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                            Else

                            B: Mark  the  block as tampered

            Then the authentication  process will be completed.
4.2 WATERMARKING TECHNIQUE
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               After generating the authentication code,the code will be embedded into the  video frame using DWT. In this approach two steps are used for authentication.
· Embedding Phase

· Extracting Phase

4.2.1 Embedding Phase:

             In this method, the watermark sequence is embedded in the lowest frequency subband decomposed by using the Discrete Wavelet Transform (DWT).The lowestsubband LL is segmented into small sub-blocks Bk with size bx× by and a quantization step-size Q related with the embedded intensity are determined. Then we calculate the mean value Mk of the block Bk. embedding the watermark bits into each subblock Bk quantifying the mean value Mk, depending on the watermark bit value {0, 1}.
 Find the Value Mk’
 Case 1:
        Mk’  = qQ            if  mod(q,2)=wk
 Case 2:
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        Mk’ =(q-1)Q         if  mod(q,2)     wk  and diff=1
Case 3:
[image: image11.emf]          Mk’ =(q+1)Q     if  mod(q,2)     wk  and diff=1
where 

   q = round(Mk Q)    and      diff = q − trunc(Mk Q)   
4.2.2  Extracting Phase
               Extract the embedded watermark W using the parameters as decomposition level, block size (bx, by),quantization step Q and mean value of LL coefficients. Using them, we compute the mean value Mk  of each sub-block Bk of the watermarked image and find the quantization value S.
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                          S = int                               
Then, we extract the embedded binary bit wk from S.

                   if S is an even number, then 

                                  wk=0,    
                  otherwise 
                                      wk=1. 

[image: image13.emf]5. RESULTS

[image: image14.emf]
Authentication Process:
[image: image15.emf]
[image: image16.emf]


Verification Process for Full frame
Input:  Original Video              Input:Tampered Video                            

Output: Authenticated Video   Output: Unauthenticated Video
                                  

Verification Process for Downsampled Frame

Input:  Original Video              Input:Tampered Video                            

Output: Authenticated Video   Output: Unauthenticated Video

             Authentication code size is reduced by using downsample the image.

6.  CONCLUSION
The authentication code is formed by applying down-sampling on video frames, calculating SVD for further dimension reduction in blocks with edges/tectures and then employing the scalar/vector quantization. The scheme is resilient to lossy compression procedures, while the tampered-with regions on frames can be located if malicious attacks were applied. In future work, the authentication code is watermarked in to the video using digital watermarking techniques. Both Signature based and watermark-based approaches are used to build a more robust authentication system.
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Figure 1: Overview of Proposed System





    Figure 8: Original Video Frame





    Figure 3: Original Video Frame





� EMBED Equation.3  ���





� EMBED Equation.3 ���





Figure  2:Structure of Blocks and subblocks








Figure 7: 4x4 Down sampled image








Figure 9:Tampered  Frame





    Figure 10: Original Video Frame








Figure 11:Tampered  Frame





Figure 6: SQ Indices for Down sampled frame





Figure 5: SQ Indices for full frame
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