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ABSTRACT
                                                     1.INTRODUCTION

    In this project we can see how to perform a secure payment model in wireless mobile network.  To attract more customers then mobile applications must, a solid, secure and robust trading model . This paper proposes such a secure trading model named Mobile Electronic Payment (MEP) for wireless mobile networks, which applies the emerging ID-based cryptography for key agreement and authentication. MEP attempts to alleviate the computational cost, reduce the memory space requirement in mobile devices, and meet the following requirements for secure trading: avoidance of overspending and double spending, fairness, user anonymity and privacy. This design is transparent to the bearer networks and is of low deployment cost .  This project will apply many numbers of providers.
Index Terms—Mobile application, security, micro payment,  identity-based cryptography.
MOBILE applications can be categorized into session-based applications and event-based applications .To integrate the mobile applications with a secure trading model becomes an important design issue, which will significantly affect the success of any value-added mobile application. This is the major topic of this paper.
    When the basic functionalities of a wireless mobile network have been achieved, then customers are more interested in value-added mobile applications.
      For an event-based application, only one payment is made in this phase. For a session-based application, multiple payments may be executed.It is based on a more general trading architecture model, which combines both public-key cryptography and symmetric-key cryptography to overcome the disadvantages of both technologies. In this project  apply the emerging ID-Based Cryptography in  MEP to generate the public-private key pairs, so that the certificate overheads among the network operator (denoted as O), the user (denoted as U), and the mobile application developer or content  provider (denoted as P) commonly required in the traditional public-key cryptography can be eliminated. Then, from these public-private key pairs Generate three symmetric keys ku-o(held by O and U), ko−p (held by O and P), and ku−p (held by U and P) to encrypt and decrypt the signaling messages exchanged among O, U, and P. An important observation is that these three symmetric keys are established without actually exchanging them among the concerned parties, a unique feature of ID-based cryptography. MEP provide key freshness and thus provides more robust security protection. MEP supports both event-based and session-based applications and is suitable for the resource-constrained mobile devices 
II. GENERAL CONCEPTUAL TRADING MODEL
    Fig. 1 illustrates the general conceptual trading model for mobile applications which consists of three major components: the network operator O, the user (customer) U, and the mobile applications/content provider P. The Ps supply mobile applications to Us. The O provides network bearer services to Us, through which Us may use different kinds of mobile devices to access the applications. P and O may reside in different networks. For example, O is the operator of a cellular network, and P resides in the Internet.
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Fig. 1. The general trading model for mobile applications
      In this trading model, O has to be trusted by U and P. Initially, U and P apply for accounts from O, and O maintains an account balance for each account. The public private key pairs, (kpub,o, kpri,o), (kpub,p, kpri,p), (kpub,u, kpri,u), and certificates, co, cp, and cu, which are held by O, U, and P, respectively, are used to address the security issues such as the confidentiality and authentication. The certificate is used to verify the owner of a public key. The certificate uses a digital signature to bind a public key with an individual’s identity information  (e.g., telephone number)

     The public-private key pairs are used to encrypt and decrypt all the signaling messages exchanged among O, U, and P. Before U purchases a mobile application from P, it initiates a Payment Transaction among O, P, and U. The creation process of a payment transaction consists of three phases the Withdrawal phase, the Payment phase, and the Deposit phase. The process begins at the Withdrawal phase where U obtains the electronic means from O. Then, the process enters the Payment phase. In the Payment phase, U issues the electronic means to P, which is known as “payment”. Then P checks the validity of the electronic means. If it is valid, U is permitted to purchase a mobile application. The payment may be performed either once or many times, which depends on whether the application is event-based or session-based.

When the mobile application ends, the process gets into the Deposit phase. In this phase, P uses the electronic means obtained from U to exchange the payment with O, where O verifies the electronic means and deposits the payment into P’s account.
III. THE MOBILE ELECTRONIC PAYMENT (MEP) PLATFORM

     The MEP platform which follows the general trading model. When a new user U or a mobile application/content provider P joins the MEP, the Key Distribution procedure is executed to distribute U or P public-private key pairs denoted as (kpub,u, kpri,u) or (kpub,p, kpri,p), respectively. Then, U can purchase a mobile application from P by running a payment transaction. In a payment transaction, the signaling messages exchanged among O, U, and P are encrypted using three symmetric keys ku−o (held by O and U), ko−p (held by O and P), and ku−p (held by U and P). The three symmetric keys are updated at the beginning of every payment transaction. A payment transaction consists of three phases, the Withdrawal phase (where U obtains te tokens from O), the Payment phase (where U uses the tokes to purchase a mobile application from P), and the Deposit phase (where P redeems the obtained tokens from O).

 A. The Key Distribution Procedure
       The key distribution procedure generates public-private key pairs for O, U and P. The design of this procedure utilizes the IBC to eliminate the certificate overhead from binding one’s ID with its public key. Fig. 2 illustrates the message flow for this procedure with the following steps
[image: image2.emf]         O first generates a public-params set (K, G1, G2, ˆe, kpub, o, H1, H2, H3) by The generate params algorithm as shown in below. Then O publishes the generate public-params set in a public Place (e.g., website).
Algorithm 1 GENERATE-PARAMS

1: Generate the pairing parameters (K, G1, G2, ˆe);
2: Select an arbitrary generator for G1 as the public key kpub,o;
3: Choose hash function H1,H2 & one way function H3.
 H1: {0, 1} ∗ → G1;
H2: G2 → {0, 1} N for some integer N
H3:{0, 1}∗ → {0, 1}M for some int M 6: Return (K, G1, G2, ˆe, kpub, o, H1, H2, H3);

B. Payment Transaction in MEP

        It will describe the execution of a payment transaction in MEP for U to purchase a mobile application from P. 
The transaction phases as below,
1) Withdrawal Phase: In this phase, U obtains the electronic means (i.e., the tokens) from O. Fig. 4 illustrates the message flow for this phase with the following steps.  [image: image3.emf]2) Payment Phase: In the Payment phase, U uses the tokens to purchase a mobile application from P. 
[image: image4.emf]
3) Deposit Phase: Assume that P receives J (J ≤ N) tokens after the Payment phase. In the Deposit phase, P redeems the J tokens from O. Deposit phase (where P redeems the obtained tokens from O).

IV. CONCLUSION

    This paper proposed a secure Mobile Electronic Payment(MEP) platform for the mobile commerce over wireless mobile networks. The emerging ID-Based Cryptography which eliminates the necessity of certificates commonly required by other public key cryptography. Moreover, since ID-based cryptography can establish the shared key between two parties without additional message exchanges, symmetric key cryptography can be still used effectively, leading to significant computational cost. MEP platform satisfies the requirements of secure trading Such as avoidance of overspending and double spending,
 Fairness, user anonymity, and privacy  and has low computational cost.  MEP will provide a viable trading model for the future mobile applications and play an important role in the emerging m-commerce industries.
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